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ARTICLE INFO ABSTRACT

Keywords: Although deep learning models have shown superior performance for time series classification,
Adversarial attack prior studies have recently discovered that small perturbations can fool various time series models.
This vulnerability poses a serious threat that can cause malfunctions in real-world systems,
such as Internet-of-Things (IoT) devices and industrial control systems. To defend these systems
against adversarial time series, recent studies have proposed a detection method using time series
characteristics. In this paper, however, we reveal that this detection-based defense can be easily
circumvented. Through an extensive investigation into existing adversarial attacks and generated
adversarial time series examples, we discover that they tend to ignore the trends in local areas
and add excessive noise to the original examples. Based on the analyses, we propose a new
adaptive attack, called trend-adaptive interval attack (TIA), that generates a hardly detectable
adversarial time series by adopting trend-adaptive loss and gradient-based interval selection. Our
experiments demonstrate that the proposed method successfully maintains the important features
of the original time series and deceives diverse time series models without being detected.

Detection
Time series
Deep learning

1. Introduction

Deep learning models have demonstrated superior performance across a range of tasks, such as image classification [1] and speech
recognition [2]. However, Szegedy et al. [3] found that deep learning models are vulnerable to adversarial examples, which are similar
to the original examples but cause the models to output incorrect predictions. Adversarial examples pose a high risk to real-world
applications of deep learning models because they use subtle perturbations that cannot be distinguished through human perception.

Recently, it has been revealed that time series classification models can also be a target for an adversarial attack [4,5]. Similar to
the vision domain, these adversarial time series fool the time series model to output an incorrect prediction with subtle perturbations.
In the new industrial age known as Industry 4.0, time series data are being actively processed and thus the existence of adversarial
time series leads to privacy and security risks in real-world applications. For example, an attacker can intercept private information
by fooling Internet-of-Things (IoT) devices in smart homes or can damage industrial control systems resulting in incorrect behavior

[6].
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Fig. 1. Illustration of the proposed method. The purple area corresponds to the key components of the proposed method: trend-adaptive loss and gradient-based
interval selection. The proposed method circumvents a detection-based defense and deceives the model to output an inaccurate prediction.

To defend time series models against adversarial attacks, a recent study [7] proposed a detection method that distinguishes an
adversarial time series from the original time series using chaos-theoretic measures. Furthermore, Abdu-Aguye et al. [7] trained a
one-class SVM classifier to classify an adversarial time series and achieved high detection accuracy (over 90%) on several datasets.
They argued that adversarial time series generated by existing adversarial attacks can be filtered using this trained detector before
they mislead the time series models.

However, in this work, we reveal that such detection-based defenses heavily depend on artifacts arising from the fact that current
adversarial attacks in the time series domain are largely adapted from vision-based methods, without adequate consideration of time
series-specific properties. Specifically, existing methods tend to ignore trends in local areas and add excessive perturbations, causing
the time series characteristics to deviate from the original.

Based on these observations, we propose an adversarial attack method that generates minimally detectable adversarial time series,
as illustrated in Fig. 1. Specifically, the proposed method introduces two novel components: trend-adaptive loss and gradient-based
interval selection. Trend-adaptive loss maintains the trend in local areas. It calculates a trend-adaptive maximum perturbation for
each time point and regularizes the perturbations larger than the trend-adaptive maximum perturbation during the attack process.
Then, gradient-based interval selection extracts sensitive time intervals based on windowed gradient information to minimize the
perturbed points. We call this proposed attack method a trend-adaptive interval attack (TIA). Extensive experimental results show that
TIA effectively evades detection while preserving the essential characteristics of the original time series.

2. Related work

In this section, we first provide mathematical definitions of time series classification and elaborate on both classical and recent clas-
sification approaches for time series datasets. We then introduce the general formulation of adversarial attacks and their applications
within the time series domain.

2.1. Time series classification

Over the past years, time series classification has received a large amount of interest [8,9]. In general, a time series x =
[x],X,,....,x7] is an ordered set of real values where X; is a real value for time step i given with a time length of 7'. A dataset
D={(x1,y1):(x2,¥5),...,(xn,¥n)} is a collection of pairs (x;,y;), where y; is a corresponding one-hot label vector. Given with K
number of classes, y; is a vector of length K, where each element k € [1,K] is 1 if x; belongs to class k and is O otherwise. Time
series classification problems consist of training a classifier that correctly maps the possible time series input x; to the most probable
class variable label.

Classical approaches for time series classification mainly consist of distance-based and feature-based models. For distance-based
models, many existing machine learning methods such as support vector machines (SVM) or k-nearest neighbor (KNN) can be used
with various distance functions. For instance, Euclidean distance is widely used to measure the dissimilarity between two different
time series given its simplicity [10]. However, because the Euclidean distance only accounts for linear alignments between samples,
it may yield inaccurate dissimilarity estimates in the presence of temporal distortions across time series. To overcome this limitation,
dynamic time warping (DTW) [11,12] was developed to measure the minimum path between two different time series samples by
providing nonlinear alignments. DTW has been extensively applied in time series tasks to enhance classification accuracy [13,14].
Another major branch of time series classification approaches is feature-based models. Feature-based models aim to discover a set
of simple features that represent the corresponding time series sample. For example, the discrete Fourier transform (DFT) method
transforms a time series from the time domain to the frequency domain, simplifying the time series to a few Fourier coefficients.
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Similar to DFT, discrete wavelet transform (DWT) [15] is also widely used as a time-frequency multi-resolution analysis method in
various time series studies.

After the successful use of deep learning for various real-world applications, many researchers have adopted deep learning mod-
els within the time series domain. Particularly for time series classification problems, deep learning models have shown superior
performance over previous DTW-based methods as they effectively capture time-invariant features from sliding window samples.
Zheng et al. [16] proposed a feature learning-based multivariate time series classification model using convolutional neural networks
(CNNs). Recurrent neural networks (RNNs) are also frequently implemented in time series classification tasks. Mehdiyev et al. [17]
proposed a stacked long short-term memory (LSTM) structure for multivariate time series classifications. Azar et al. [18] implemented
RNN-based deep learning models to study the impact of time series compression on time series classification tasks. To evaluate the
effectiveness of the proposed attack method, we consider diverse architectures of deep learning time series models, including a simple
neural network, CNN, and LSTM.

2.2. Adversarial attack

Adversarial attacks generate malicious examples that deceive the deep learning models with subtle noises [3]. Suppose a neural
network f attempts to predict a correct vector y (or correct value y) from an example x. Then, given an example (x, y) ~ D, the neural
network f is trained by reducing the loss function L£(f(x),y). For the classification problem, the cross-entropy loss L-g(f(x),y) =
— Y i log(f(x);) is widely used as the loss function £, where f(x); is the i-th element of the output f(x). Adversarial attacks outputs
an adversarial example x’ = x + 6 that maximizes the loss L(f(x),y):

max L(f(x + 8),y) (€9)]
|8|<e

where ¢ is a maximum perturbation that limits the size of the perturbation. In general, 7, is used as the norm, i.e., |8], < e [19].
A fast gradient sign method (FGSM) is the simplest gradient-based attack, which uses only one gradient information [20]:

S=c-sign(V, L(f(x),y))
x'=x+6

where sign(-) indicates the sign of each element.
Kurakin et al. [21] proposed a basic iterative method (BIM) that uses multiple gradients to maximize the loss and generate an
adversarial example from the original example, x° = x:

8+ =8 +a-sign(V, L(f(x + ). y))
x'=x+6°

where s is the total number of steps, and « is a step size for updating the perturbation at each step. The final adversarial example
should be x” = x + &°. Note that the perturbation & is clipped before being added to the original example x to satisfy x” = min(max(x +
8,x —€),x + €).

Although adversarial attacks have been mainly proposed within the vision domain, recent studies have shown that they can
also be readily applied to time series models. [4,5]. Fawaz et al. [4] first adopted FGSM [20] and BIM [21] to the time series
classification task. They successfully degraded the performance of ResNet [22] on the overall UCR datasets [23]. In addition, they used
multi-dimensional scaling [24] to analyze the perturbed features of the adversarial time series. Karim et al. [5] proposed a gradient
adversarial transformation network to deceive one nearest neighbor DTW, which is a type of classical time series classification,
based on adversarial transformation network and knowledge distillation. Antal et al. [25] utilized deep autoencoders for generating
adversarial mouse trajectories on mouse dynamics datasets under the scheme of unsupervised learning. Additionally, Mode and
Hoque [26], Dang-Nhu et al. [27], and Harford et al. [28] confirmed that diverse time series models can be easily attacked through
adversarial perturbations.

2.3. Detection adversarial examples

To defend against adversarial attacks, there is a line of work on detection-based defenses within the vision domain. While ad-
versarial training methods [19,29] require a huge computational cost to train a robust model, detection-based methods have the
advantage of being post hoc defenses that can be applied after model training. For example, Chen et al. [30] adopted adaptive chan-
nel transformation and successfully detected adversarial images.

In the time series domain, Abdu-Aguye et al. [7] recently found that the adversarial time series generated using FGSM and BIM
can be easily detected from a benign time series through a simple one-class SVM. A key underlying observation is that the adversarial
time series are apparently chaotic. Consequently, the authors employed two chaos-theoretic measures to classify an adversarial time
series and the original time series, i.e., a detrended fluctuation analysis [31] and a sample entropy [32].

Detrended fluctuation analysis (DFA). Given a time series x =[x, X,, ... x|, DFA first converts x to into X = [X,X,, ... X7]:

t

£ =) (5 -%) @

i=1
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where X denotes the average of x. Then, X is divided into small samples of size w. For each sliced sample, a linear least-squares fit

is calculated. We denote %, = [%,,1,%,,2,---,%, 7] as the concatenated sequence of fitted straight lines. Finally, the fluctuation is
calculated as follows:

3

Note that the fluctuation is a function of the window size w, and thus different window sizes generate different fluctuations. To ease
understanding, we denote a fluctuation in the detrended fluctuation analysis F(w) as DFA(w) in the remainder of our paper.

Sample entropy (SE). Given a time series x =[x, X, ... X7 |, we first define a template vector x,(i) = [x;, X, 1, ... X;;,,_1 ]. The dis-
tance d[x,,(i), x,,(j)] between two template vectors x,,(i) and x,,(j) forall i, j =1,2,...,T is generally calculated with the Chebyshev
distance. Finally, the sample entropy can be measured as follows:

SE(w,r):—logé “4)
B
where A denotes the number of template vector pairs satisfying d[x (i), x,,(j)] <r, and B denotes the number of template vector
pairs satisfying d[x,, (i), x,,(j)] < r. In general, r = 0.2 * ¢, where ¢ is the standard deviation of the sample x [33]. The small sample
entropy corresponds to more self-similarity.

Based on these two chaos-theoretic measures, Abdu-Aguye et al. [7] trained a one-class SVM and obtained promising results on
detecting adversarial examples. Specifically, the detector shows an extremely high detection accuracy of up to 97% on several UCR
datasets.

Inspired by Abdu-Aguye et al. [7], we investigate why existing time series attacks are easily detected using chaos-theoretic mea-
sures. We find that the high detection rate of current adversarial time series attacks stems from their failure to capture intrinsic time
series characteristics during the attack process. Furthermore, we demonstrate the existence of attacks that can successfully evade
detection-based defenses while preserving these characteristics. It’s worth noting that our study aligns with Carlini and Wagner [34]
in terms of proposing adaptive attacks to bypass detection; however, our study differs in that it is based on an analysis of detectable
adversarial examples in the time series domain.

3. Causes of easily detectable adversarial attacks

In this section, we first experimentally demonstrate that existing adversarial attacks in the time series domain are easily detectable.
We then investigate the reasons behind the high detection rate of these adversarial attacks.

3.1. Revisiting detectable adversarial attacks

Although Abdu-Aguye et al. [7] discovered that adversarial time series are easily detected by an SVM trained on chaos-theoretic
measures, they considered adversarial examples generated from only one trained model [35]. To provide a more general conclusion,
we conducted an experiment using diverse structures of deep learning models on the UCR datasets [36]. We considered three different
models: a fully connected neural network (FC), a convolutional neural network (CNN), and an LSTM-based neural network (LSTM).
For all datasets, we trained these different models, resulting in three models per dataset. The architectural details and training
configurations are presented in Section 5.1.

We first generated adversarial time series datasets using existing attacks (FGSM and BIM) against the trained models. During the
attack process, we utilized the #_ -norm with a maximum perturbation of ¢ = 0.1 following [4,7]. We then extracted the SE and DFA
with various window sizes w € [3,5,7,9] from each clean and adversarial dataset. Next, we trained SVM classifiers to classify the
original time series and adversarial time series on the training dataset.

The detection rates on each test dataset are summarized in Table 1 for 55 datasets, showing a detection accuracy better than
chance (50%). We emphasize that we achieved better detection rates than [7] using various window sizes, as described in the above
settings. Adversarial time series generated via FGSM and BIM exhibit high detection rates across the majority of datasets. For instance,
in the OliveOil dataset, SVMs correctly identify adversarial examples with an accuracy exceeding 0.98 across all model types. On
average, the detection rates for FGSM and BIM are 0.83 and 0.79, respectively. These results suggest that adversarial time series
generated using existing methods are generally detectable through time series-based features.

3.2. Losing its trend in local areas

To investigate the reason why existing methods are easily distinguishable based on the time series characteristics, we first visualize
a randomly sampled example. We plot the original time series (blue) and the adversarial time series generated by BIM (red) on a
CNN. These observations are not unique to this instance; similar patterns are consistently observed in FGSM-generated adversarial
examples across various models. As shown in the top of Fig. 2, the adversarial time series seems to be mostly similar to the original
time series. However, we find the notable differences in certain local regions. In the bottom of Fig. 2, we magnify two such regions. For
t € [10,20], where x, is widely distributed, ranging from zero to 1, the trend in x; is roughly maintained. By contrast, for ¢ € [80, 120],
x] ranges from -0.1 to 0.1, which is clearly distinguishable from the original time series x, even with the human vision system.
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Table 1

Detection rates of each attack method on different models (lower is better). The cells are in red if their value is less than or
equal to the median value (0.78), i.e., an attack having fewer red cells is easy to be detected. Adversarial examples generated
using existing adversarial attacks (FGSM and BIM) are mostly distinguishable from original examples with high detection rates.
By contrast, the proposed method (TIA) shows much lower detection rates, which implies that it successfully generates a hardly
detectable adversarial time series.

Dataset FC CNN LSTM

FGSM BIM TIA FGSM BIM TIA FGSM BIM TIA

ACSF1 0.86 0.85 0.53 0.70 0.65 0.52 0.60 0.61 0.57
Adiac 0.99 0.99 0.67 0.99 0.93 0.59 0.99 0.92 0.60
ArrowHead 0.97 0.95 0.72 0.97 0.77 0.63 0.96 0.67 0.54
BME 0.99 0.99 0.69 1.00 0.97 0.84 0.75 0.71 0.59
BeetleFly 0.90 0.83 0.50 1.00 0.93 0.73 1.00 0.85 0.63
BirdChicken 0.95 0.95 0.58 1.00 0.75 0.65 0.98 0.80 0.68
Car 0.99 0.97 0.78 1.00 1.00 0.76 1.00 1.00 0.75
Coffee 1.00 0.98 0.80 1.00 0.77 0.77 1.00 0.79 0.77
Computers 0.92 0.92 0.51 0.55 0.55 0.51 0.57 0.56 0.50
DiatomSizeReduction 0.96 0.96 0.81 0.99 0.98 0.76  0.99 0.99 0.82

ECG200 0.68 0.62 0.52 0.56 0.56 0.52 0.50 0.50 0.54
ECG5000 0.86 0.85 0.53 0.72 0.72 0.51 0.82 0.74 0.57
ECGFiveDays 0.82 0.83 0.56 0.96 0.78 0.70  0.96 0.59 0.56
FaceFour 0.61 0.63 0.50 0.68 0.61 0.51 0.51 0.57 0.55
FacesUCR 0.59 0.58 0.50 0.65 0.63 0.55 0.59 0.63 0.53
Fish 0.99 0.99 0.82 1.00 0.99 0.84 1.00 1.00 0.80

FordA 0.85 0.79 0.56 0.99 0.95 0.66  0.99 0.75 0.57
FreezerRegularTrain 1.00 0.98 0.85 0.99 0.98 0.83 0.99 0.96 0.51
FreezerSmallTrain 0.97 0.98 0.59 0.87 0.82 0.64 0.60 0.61 0.61
GunPoint 0.91 0.89 0.70 0.97 0.83 0.66  0.96 0.75 0.65
InsectEPGRegularTrain 0.91 0.91 0.50 0.55 0.50 0.50 0.80 0.80 0.52
InsectEPGSmallTrain 0.89 0.90 0.57 0.51 0.51 0.57 0.88 0.83 0.50
LargeKitchenAppliances 0.97 0.97 0.50 0.66 0.68 0.50 0.54 0.54 0.51
Lightning7 0.79 0.79 0.51 0.68 0.66 0.52 0.53 0.51 0.50
Mallat 0.96 0.91 0.70 0.98 0.89 0.68 0.98 0.85 0.64
Meat 1.00 1.00 0.75 1.00 0.98 0.69 1.00 1.00 0.69
MixedShapesRegularTrain 0.98 0.95 0.59 1.00 1.00 0.87 1.00 1.00 0.53
MixedShapesSmallTrain 0.96 0.92 0.56 1.00 0.99 0.86 1.00 0.99 0.52
MoteStrain 0.69 0.68 0.51 0.64 0.62 0.51 0.62 0.62 0.51
NonlInvasiveFetalECGThorax1 1.00 0.99 0.69 1.00 0.94 0.64 1.00 0.92 0.61
NonlnvasiveFetalECGThorax2 1.00 1.00 0.71 1.00 0.91 0.64 1.00 0.94 0.62
OSULeaf 0.93 0.89 0.57 1.00 0.94 0.73 1.00 0.90 0.74
OliveOil 0.98 1.00 0.82 1.00 1.00 0.75 1.00 1.00 0.75
PigArtPressure 0.51 0.51 0.50 0.53 0.53 0.50 0.51 0.51 0.50
Plane 0.88 0.85 0.58 0.90 0.79 0.75 0.89 0.82 0.82

PowerCons 0.81 0.79 0.50 0.72 0.70 0.52 0.64 0.60 0.51
ProximalPhalanxOutlineAgeGroup ~ 0.98 0.99 0.80 0.96 0.96 0.80 0.97 0.97 0.61
ProximalPhalanxOutlineCorrect 0.98 0.97 0.67 0.97 0.93 0.61 0.97 0.92 0.64
Rock 0.57 0.52 0.50 0.51 0.52 0.52 0.51 0.50 0.50
ShapeletSim 0.57 0.56 0.53 0.56 0.56 0.51 0.61 0.64 0.50
ShapesAll 0.89 0.84 0.59 0.99 0.92 0.74  0.98 0.90 0.70
StarLightCurves 0.99 0.99 0.79 1.00 1.00 0.83 1.00 0.99 0.90

Strawberry 0.99 1.00 0.59 1.00 0.99 0.74 1.00 0.98 0.66
SwedishLeaf 0.79 0.79 0.62 0.89 0.74 0.58 0.82 0.76 0.60
Symbols 0.86 0.86 0.57 0.94 0.82 0.75 0.96 0.79 0.71
ToeSegmentationl 0.73 0.71 0.52 0.71 0.66 0.53 0.68 0.59 0.51
ToeSegmentation2 0.68 0.66 0.50 0.87 0.68 0.54 0.71 0.60 0.51
Trace 0.98 0.93 0.63 0.82 0.77 0.60 0.78 0.54 0.67
TwoLeadECG 0.74 0.73 0.59 0.88 0.73 0.66 0.66 0.53 0.53
TwoPatterns 0.84 0.81 0.50 0.94 0.91 0.51 0.84 0.80 0.50
UMD 1.00 1.00 0.79 0.98 0.99 0.67 0.97 0.90 0.57
Wafer 1.00 1.00 0.50 0.96 0.96 0.56  0.96 0.77 0.58
Wine 1.00 1.00 0.75 1.00 1.00 0.57 1.00 0.97 0.67
Worms 0.80 0.79 0.55 0.97 0.88 0.59 0.96 0.77 0.63
Yoga 0.99 0.98 0.77 1.00 0.98 0.66 0.99 0.98 0.70
Average 0.88 0.87 0.62 0.87 0.81 0.64 0.85 0.78 0.61

We reveal that they are also numerically distinguished in terms of the standard deviation. At the bottom of Fig. 2, we plot a
ratio of windowed standard deviations that compares the windowed standard deviation ¢ [37] of the original time series x and the
adversarial time series x’. Mathematically, the ratio of windowed standard deviations is calculated as follows:
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Fig. 2. Top: Visualization of the original time series x (Clean) and the adversarial time series x’ of BIM (Adv) on CNN. Bottom: enlarged version of two different
intervals and their ratio of windowed standard deviations in Equation (5).
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Fig. 3. Sample entropy (SE) of the original time series x and the adversarial time series x’ in Fig. 2 for different window sizes. The adversarial time series of BIM
(orange) shows a much higher SE than that of the original time series (blue) for all window sizes, particularly for lower window sizes. By contrast, the SE of the
adversarial time series generated by the proposed method (TIA) is mostly similar to the original one.
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where w is the window size, and X, = ﬁZ,-en,.“,w, X,4i—1- Thus, a larger ratio indicates that the adversarial time series is more
differentiated from the original time series in terms of the standard deviation. Here, we used a window size of w = 5. For t € [10,20],
the ratio is lower than 5. However, for ¢ € [80, 120], the ratio is values of over 5 for almost all points. Thus, we can conclude that the
adversarial time series is easily distinguished from the original time series even based on the standard deviation.

To push further, we also compare the value of SE with varying window sizes. Since SE indicates the degree of entropy in local areas
with the specific window size, the SE value is expected to have a large value when the window size is small because the adversarial
time series easily loses its trend in local areas as observed in Fig. 2. Indeed, as shown in Fig. 3, the difference in SE is large when the
window size is small. This difference suggests that SE can serve as a highly informative feature when training an SVM classifier.

The underlying reason for this phenomenon is that existing methods do not consider the trend in the original time series. Specif-
ically, in the vision domain, a fixed maximum perturbation rarely perturbs the global structure or robust features of an image.
However, in the time series domain, all data points exhibit a unique trend and seasonality even in local areas. While perturbations
in local areas are as important as the global shape of the time series, trends are not considered in existing attacks because they are
simply adapted from the vision domain. In summary, time series characteristics are difficult to preserve during the attack process due
to the ignorance of the trend characteristics in existing adversarial attacks.

3.3. Excessive perturbations in the global scope

It is widely known that only a small number of perturbations might be sufficient to deceive models within the vision domain
[38,39]. Intuitively, more adversarial perturbations bring more variability to the original time series characteristics. Thus, if existing
methods generate excessive (or useless) perturbations, we can expect to make an adversarial time series hardly detectable by removing
such excessive perturbations.
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Fig. 4. Visualization of the original time series x (Clean) and the adversarial time series x’ of each attack method (Adv). We also plotted the size of perturbation
|8] = |x” — x| at the bottom. The predicted and true labels are in the title. The same sample in Fig. 2 is used. (a) The adversarial time series generated by BIM. (b) We
successfully reduce the ratio of the number of perturbed points §, to 50% from 100% while maintaining the false prediction by using a different evolution (DE). (c)
SparseFool also supports the possibility that only a few perturbed points are sufficient to deceive the time series model if the perturbation size is unlimited.

Table 2

Chaos-theoretic measures and important features of the original (Clean)
and adversarial examples of each attack method. The same sample as
that in Fig. 2 is used.

SE DFA Perturbed  Detected  Time
Clean 0.08 0.08 - - -
BIM 0.30 0.11 100.00% o 0.07 s
BIM+DE 0.29 0.09 50.78% o 24.62s
SparseFool 0.08 0.12 3.12% (6] 0.24 s
TIA 0.08 0.08 3.91% X 0.06 s

To verify the existence of excessive perturbations in an adversarial time series and explore the possibility of reducing their number,
we employ two different approaches: Differential Evolution and SparseFool. (i) Differential Evolution (DE): DE is a population-
based optimization technique [40] commonly used for solving complex problems. We apply DE to eliminate excessive perturbations
generated by BIM while maintaining the prediction of models. (ii) SparseFool: SparseFool [39] is a powerful #j-norm adversarial
attack method that deceives a model using only a few perturbed points within the data domain. By utilizing SparseFool, we can
approximate the minimum number of perturbations required to deceive the time series model, as it has a limit on the number of
perturbations rather than their size. To the best of our knowledge, this work is the first attempt at applying SparseFool within the
time series domain.

Fig. 4 and Table 2 present the results of each method. Both DE and SparseFool successfully reduce the ratio of perturbed points.
Specifically, DE eliminates 49.22% of excessive adversarial perturbations from BIM and SparseFool deceives the model with only
four perturbed points (3.12%). We note that these results are similarly observed in other FGSM and BIM adversarial examples.
Consequently, we can conclude that existing attack methods generate excessive perturbations.

While both methods demonstrate the existence of excessive perturbations, they still have limitations in preserving the time series
characteristics. For DE, although it reduces both SE and DFA, it is insufficient to maintain the original characteristics. As shown in
Table 2, its SE value is approximately four times larger than its original value. In contrast, while SparseFool successfully maintains a
similar level of SE, its DFA is larger than that of Clean and BIM. This is because DFA uses the root-mean-square deviation from the
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Table 3
Detection rates of attack methods. Red cells correspond to the lowest
detection rates.

Dataset FGSM BIM BIM+DE SparseFool TIA
ACSF1 0.86 0.85 0.80 0.85 0.53
Adiac 0.99 0.99 0.86 0.89 0.67
ArrowHead  0.97 0.95 0.85 0.90 0.72
BME 0.99 0.99 0.90 0.95 0.69
BeetleFly 0.90 0.83 0.77 0.85 0.50

trend, whereas there is no limit to the perturbation size for SparseFool. Indeed, as shown in Fig. 4c, SparseFool drastically changes the
perturbed points sufficiently to affect the global trend. Moreover, they require a significant amount of time to calculate the optimal
perturbations. Specifically, DE takes 24.62 s and SparseFool takes 0.24 s per example, which are considerably slower than BIM (0.06
s) and may be impractical for time-sensitive applications.

Due to these limitations, both methods are still easily detected using the trained SVM. In Table 3, we conduct an additional
experiment on the first five UCR datasets with CNN. Both BIM+DE and SparseFool have marginal effects on the detection rates
compared to their computational costs. Especially, since SparseFool does not support batch-wise computation, it takes 38.44 s for
100 mini-batches, while BIM only requires 0.24 s on average over 10 runs. Thus, both methods are ineffective in terms of generating
a hardly detectable adversarial time series due to their computational cost and less improvement on detection rates. Therefore, we
conclude that a new method is required to generate minimal perturbations taking into account both computational costs and detection
rates.

4. Trend-adaptive interval attack

From the analyses described in Section 3.2 and 3.3, we propose a new adversarial attack for time series data by resolving two
issues: (i) preserving the trend in local areas and (ii) reducing excessive perturbations in the global scope.

Trend-adaptive loss. As discussed in Section 3.2, existing methods suffer from the problem of losing the trend in local areas,
because they do not consider the trend of the original time series. Thus, to preserve the trend, we propose a trend-adaptive loss that
regularizes the perturbation size in consideration of the trend.

First, leveraging the windowed standard deviation o, defined in Equation (5), we adjust the maximum perturbation for each
interval proportional to the ratio of o,. Specifically, given the maximum perturbation €, an adjusted maximum perturbation for time
tis 6,/0pax - €. This process is motivated by Fig. 2, which shows a large difference between the standard deviation of the benign and
adversarial time series. By assigning different maximum perturbations proportional to their standard deviation, we can generate trend-
adaptive adversarial perturbations that preserve the original trend. Finally, we adopt the perturbation over the adjusted maximum
perturbation by introducing a trend-adaptive loss:

£TP(x',x,e)=Z|||x;—x,|—o-,/o-m,dx~e||. (6)
13
In consideration of Equation (6), the perturbation is calculated to maximize the following optimization during the attack process.

max Lop(f(x+86),y)—c-Lyp(x+86,x,¢€) 7)

|8l<e

If ¢ = o0, it forces the use of a new maximum perturbation é, = 0,/0,,,, - € for each point ¢. In our implementation, we conditioned
the trend-adaptive loss L p with 1{max; p; # y} to find stronger adversarial examples by exploring a wider search space. We experi-
mentally observed that the proposed method shows better performance in preserving the trend in local areas and the chaos-theoretic
measures than the comparison method, which will be described in Section 6.1.

Gradient-based interval selection. As described in Section 3.3, although DE and SparseFool successfully reduce the excessive
perturbed points in an adversarial time series, they both fail to preserve the original characteristics of the time series and incur sub-
stantial computational costs. To address these shortcomings, we utilize gradient information. The gradient information is a traditional
feature used to provide visual explanations for deep learning models in both the vision and time series domains [41,42]. For example,
a point with a larger gradient indicates greater relative importance compared to other points, under a local linearity assumption.

The gradient of the loss function with respect to the perturbation é can be formalized as follows:

g=V5L(f(x+8).y). ®

Given this gradient g, we propose a windowed gradient information. For the window size w, we calculate the windowed gradient G
from the gradient g where the element of G for time 7 is as follows:

G = Z 8r+i-1- (©)
1

i€[l,..w
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Algorithm 1 Trend-adaptive Interval Attack (TIA).
Require: model f; loss function £; waveform x; a target label or sentence y; number of steps s; maximum perturbation e; window size w; trend weight c.

cx =41
1x == Zielti] Xiic1

2 0 < Z:s[l ..... w](xlﬂ'fl - )_C:)z

3! Opay < Max, o,

4:8' <0

5: for j in [1, ..., s] do

6: (i) Trend-adaptive loss:

7:  p=f(x+¥&)

8: E(&j;f,x,y) =Lcp(p,y)—c-Lop(x+ &, x,€)- 1{max; p; # y}

9: @
10: (ii) Gradient-based interval selection:
11: g:Vyﬁ(ﬁi;f,x,y) ®
12: Gt - ZIE[] ..... w] &rti-1 (9)
13: I, «1{3i€[l,..,w]st. G >71) (10)
14: & 10 (8 +a-sgn(g))
15: end for

16: x' « x + 6!

From the windowed gradient G, we extract the important intervals to be updated. Note that point-wise perturbations, such as Sparse-
Fool, can be easily detected through chaos-theoretic measures as observed in Table 2. Therefore, we select intervals with G, larger
than a threshold 7.

L=1{3iel,..w]st Gy >} (10)

In our implementation, 7 is decreased linearly over the entire range of G, if the attack fails after half of the steps. Fortunately,
the proposed interval selection method introduces only negligible additional computations, because the gradient is automatically
calculated during the attack process. Based on trend-adaptive loss and gradient-based interval selection, we propose a new attack
method named Trend-adaptive Interval Attack (TIA). The details of the proposed method are presented in Algorithm 1.

5. Experimental results

In this section, we present a comprehensive comparison of the proposed method (TIA) with existing attack approaches. We first
demonstrate that TIA is almost undetectable by the detection method of Abdu-Aguye et al. [7], and show that it effectively bypasses
the detection-based defense mechanism, successfully misleading the time series model into producing incorrect predictions.

5.1. Experiment settings

For a thorough evaluation, we considered three different structures as described in Section 3. For FC, we use three fully connected
layers. Similarly, a CNN consists of three convolutional layers with a kernel size of [8,5,3]. For the LSTM, we adopt the model
described by [43], which achieves a high performance in various datasets. All layers are followed by batch normalization and a
Rectified Linear Unit (ReLU). We trained each model for 100 epochs with the Adam optimizer. We decayed the learning rate through
cosine learning rate annealing from 0.1 at the beginning of the training.

During the attack process, we used the maximum perturbation ¢ = 0.1 following [7,4]. For all iterative attack methods, we set
the number of steps to 20. Compared to comparison methods, TIA introduces two additional hyperparameters: the window size w
and the trend weight c. The window size w affects both sub-processes, i.e., trend-adaptive loss and gradient-based interval selection
because it controls the value of the windowed standard deviation and the windowed gradients. Note that the values for w equal to or
greater than 13 will result in a high detection rate because too many intervals are perturbed. Thus, we explored different values of w
under 13 and found that w =5 achieves stable performance across all datasets (detailed analysis of the window size is presented in
Section 6.3). The trend weight ¢ controls the regularization effect of L p in Equation (6). We tuned ¢ for every model individually
among [0, 1, 10, 100] on the first batch. Note that ¢ over 100 generates almost the same or poorer adversarial time series than
¢ =100. A more detailed analysis on the hyper-parameters of TIA is described in Section 6.3.

5.2. Hardly detectable adversarial attack

First, we verify whether TIA generates a less detectable adversarial time series compared to existing methods. The result on the
detection rate of TIA is summarized in Table 1. TIA shows much lower detection rates than any other existing attack methods. Specif-
ically, for the ProximalPhalanxOutlineCorrect dataset, TIA is not easily detected with a maximum detection rate of 0.67 compared to
FGSM (0.97) and BIM (0.94). Statistically, TIA (146 out of 165) outperforms FGSM (44 out of 165) and BIM (60 out of 165) in terms
of the number of red cells, which indicates the number of datasets with less than or equal to the median value (0.78). TIA also shows
a detection rate of 0.62 over the entire datasets, which is much lower than the detection rates of FGSM and BIM (0.86 and 0.82).
Therefore, we conclude that TIA generates adversarial time series that are significantly more difficult to detect than those generated
by other benchmark methods.
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Fig. 5. Visualization of the adversarial time series x’ generated by TIA (Adv). The same sample as that in Fig. 2 is used. TIA deceives the model (CNN) with only five
perturbed points.

Fig. 5 shows the adversarial time series generated by TIA with the same sample shown in Fig. 4. TIA successfully fools the model
to output the incorrect prediction by perturbing only one interval. Indeed, as shown in Fig. 3 and Table 2, the adversarial example
of TIA has the same SE and DFA as the original example, whereas it only introduces a negligible additional computation (0.066 s).
Note that we further observed that TIA generally generates a minimal change, which will be described in Section 6.1. This minimal
change of TIA leads to a better performance than the existing methods.

5.3. Attacking the defense system

Now, we evaluate the success rate of each attack method under the detection-based defense system. Assuming a powerful detection-
based defense, we trained SVM on the entire adversarial datasets generated through FGSM, BIM, and TIA. Through this process, we
generate a defense system by filtering adversarial time series x’, which are classified as malicious before being fed to a classifier f.

Let us denote the detection-based defense system D : x — {0, 1}, which outputs a value of zero if x is classified as an adversarial
example, and one otherwise. Then, the attack success rate under the defense system A p, ; of an attack method can be formulated as
follows:

Aper =Exy [/ #31DED = 1], an

where x’ is an adversarial example generated by an adversarial attack, and y is a corresponding correct label of x. Thus, only an
adversarial time series that deceives both the defense system and the classifier will be considered a successful adversarial time series.

The results are summarized in Table 4. Although there is some variability due to the differing characteristics of time series across
datasets and the diversity inherent in deep learning models, TIA demonstrates superior performance compared to the baseline methods
across most datasets and models. Specifically, for FC, the A, 5 of TIA is 41.15%, which outperforms FGSM (6.07%) and BIM (7.16%).
Similarly, we observe large gaps for CNN and LSTM. Interestingly, TIA completely deceives the defense system and all classifiers for
the Wine dataset, whereas neither FGSM nor BIM succeeded in attacking the defense system. In other words, TIA not only generates
perturbations that are difficult to detect, but also effectively evades the detection-based system.

To statistically verify the performance of the proposed method, we further analyze the results in Table 4. Here, we use the results
on CNN, but we note that similar results for different models, FC and LSTM, are observed. In Table 5, we summarize the results of a
one-way analysis of variance with the attack success rates of FGSM, PGD, and TIA. As shown in this table, the null hypothesis (i.e.,
FGSM, PGD, and TIA have similar attack success rates) is rejected at the significance level « = 0.05. In Table 6, we can confirm no
statistical difference between FGSM and PGD, whereas TIA statistically improves the attack success rates.

6. Explaining the effectiveness of TIA

At ahigh level, the proposed method adopts two different techniques, i.e., trend-adaptive loss and gradient-based interval selection,
to generate hardly detectable perturbations. In this section, we analyze the effectiveness of each technique and provide detailed
explanations on the strength of TIA under the detection-based defense system.

6.1. Preserving time series characteristics

As shown in Fig. 5, TIA only perturbs five points of the original time series, which is much fewer than BIM or BIM+DE in Fig. 4.
However, some might argue that these figures are generated from one sample. To prove that TIA generally induces the original
time series, we plot boxplots of chaos-theoretic measures for each dataset. The results are shown in Fig. 6 and Fig. 7. For a better
visualization, we sorted datasets according to their median value of SE and DFA, respectively.

In the case of SE (Fig. 6), for most of the datasets, TIA (red) has a more similar distribution to the original examples (blue) than
any other comparison methods. In other words, TIA successfully preserves the SE, which is not achieved by other attack methods.
Specifically, for the Meat, OliveOil, and NonInvasiveFetalECGThorax2 datasets, the boxplot of TIA lies within the same level as the
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Table 4
Attack success rate under the defense system A, » (%) of each attack method on different models (higher is better). The most powerful
attack method is colored green for each dataset and model. The proposed method (TIA) achieves the best performance for most cases.

Dataset FC CNN LSTM
FGSM BIM TIA FGSM BIM TIA FGSM BIM TIA
ACSF1 0.26 0.77 73.40 0.00 11.51 85.93 38.00 41.00  61.00
Adiac 1.71 1.14 48.00 1.14 32.00 77.71 0.26 21.23 75.96
ArrowHead 5.00 0.00 40.00 0.00 15.00  75.00 0.00 28.57  85.14
BME 11.00 12.00  72.00 31.00 54.00  68.00 1.33 16.67  26.67
BeetleFly 0.00 5.00 50.00 0.00 50.00 65.00 0.00 20.00 50.00
BirdChicken 0.00 0.00 27.33 0.00 2.00 31.33 15.00 20.00  60.00
Car 0.00 1.67 26.67 0.00 0.00 90.00 0.00 0.00 86.67
Coffee 0.00 0.00 64.29 0.00 46.43 89.29 0.00 46.43 96.43
Computers 4.40 6.80 70.40 30.80 42.00  47.20 22.80 38.80  46.80
DiatomSizeReduction 9.00 10.00 15.00 28.00 36.00 33.00 0.00 0.33 33.01
ECG200 2.00 2.40 9.11 6.58 8.89 9.51 14.00 19.00  21.00
ECG5000 8.36 9.76 33.10 0.70 32.64 45.06 6.93 11.00 5.73
ECGFiveDays 18.34 20.05  21.51 0.00 0.12 33.28 0.00 46.57  42.16
FaceFour 0.80 0.80 0.40 0.68 5.76 60.30 28.41 38.64  70.45
FacesUCR 16.87 16.87 8.03 0.00 14.25 72.47 12.00 16.98 11.46
Fish 0.00 0.00 100.00  0.00 0.00 100.00  0.00 0.00 50.86
FordA 2.67 2.93 90.13 0.07 0.42 38.60 0.53 0.98 20.15
FreezerRegularTrain 0.00 1.37 43.84 0.00 11.57 77.69 0.14 2.14 47.02
FreezerSmallTrain 0.45 1.40 18.35 0.00 22.00 62.67 20.49 27.61 21.68
GunPoint 0.95 2.64 25.36 4.33 4.33 4.81 0.00 22.00 42.67
InsectEPGRegularTrain 44.71 44.71 44.71 20.00 20.00 20.00 0.00 0.00 0.00
InsectEPGSmallTrain 0.00 0.00 2.86 12.45 12.45 3.61 12.05 12.05 10.84
LargeKitchenAppliances 1.03 5.15 68.38 0.00 3.33 100.00 36.00 41.87 46.93
Lightning7 8.00 8.00 10.00 1.96 14.33  43.41 16.44 13.70  31.51
Mallat 62.78 58.89 68.89 21.67 23.89 20.56 2.86 19.83 62.73
Meat 4.00 10.33  45.67 0.00 4.33 51.67 0.00 0.00 100.00
MixedShapesRegularTrain 2.29 0.98 50.98 0.00 0.65 55.88 0.00 0.16 28.41
MixedShapesSmallTrain 7.95 7.95 14.77 0.00 0.04 46.76 0.00 0.54 27.92
MoteStrain 0.00 0.00 23.43 7.75 8.95 9.74 5.51 6.39 5.43
NonlnvasiveFetalECGThorax1 10.15 18.11 40.83 23.86 42.05 65.91 0.05 22.85  70.74
NonlnvasiveFetalECGThorax2 0.11 2.60 42.28 16.98 24.78 26.98 0.00 23.41 52.16
OSULeaf 4.67 4.67 32.67 0.00 11.81 75.93 0.00 12.81 76.86
OliveOil 3.37 1.75 40.88 0.00 0.00 58.29 0.00 0.00 100.00
PigArtPressure 1.83 7.33 49.42 4.98 27.05  38.00 2.40 2.40 2.88
Plane 3.43 4.07 10.94 0.00 26.67 31.43 4.76 22.86 18.10
PowerCons 0.10 0.46 46.77 12.78 16.67  29.44 4.44 5.00 7.22
ProximalPhalanxOutlineAgeGroup ~ 0.00 0.05 38.88 5.85 2.44 86.34 2.44 5.85 56.10
ProximalPhalanxOutlineCorrect 0.00 0.00 100.00 4.12 13.06 87.63 1.37 16.15 87.29
ShapeletSim 0.00 1.11 3.33 24.80 26.67  49.07 10.00 10.00 5.56
ShapesAll 3.90 1.95 83.41 12.33 13.70  35.62 0.00 6.17 42.17
StarLightCurves 0.06 0.10 8.46 0.69 0.69 36.11 0.05 1.23 5.06
Strawberry 0.27 0.00 48.65 0.00 0.00 4.78 0.00 1.89 95.95
SwedishLeaf 9.12 11.52  37.76 0.00 2.70 97.03 9.12 23.20  35.52
Symbols 6.03 6.53 28.14 5.12 33.60 52.32 7.44 26.83  29.65
ToeSegmentationl 6.58 8.77 30.70 7.24 28.64 48.74 5.26 19.30 33.33
ToeSegmentation2 10.77 13.08  24.62 12.28 19.30  29.82 8.46 24.62  27.69
Trace 2.00 7.00 66.00 7.69 26.92  43.08 5.00 31.00  40.00
TwoLeadECG 28.27 30.82 54.78 4.00 29.00 37.00 32.13 38.89 53.47
TwoPatterns 11.82 16.20  46.40 18.53 48.46  72.43 0.45 0.52 1.38
UMD 0.00 0.00 10.42 3.20 7.22 42.70 0.00 2.78 18.06
Wafer 0.03 0.05 0.89 7.58 5.00 69.81 5.50 1.62 35.50
Wine 0.00 0.00 100.00  0.00 0.00 100.00  0.00 0.00 100.00
Worms 11.69 1299  46.75 0.00 5.19 74.03 0.00 10.39  68.83
Yoga 0.07 0.37 42.33 0.00 1.83 96.27 0.00 2.17 92.17
Average 6.07 7.16 41.15 6.17 16.19  52.86 6.36 15.32  44.41
Table 5
One-way analysis of variance (ANOVA) table for the attack success rate in Table 4.
df sum_sq mean_sq F PR(>F)
C(Attack success rate) 2.0 43762.2 21881.1 70.4 1.0e-22
Residual 162.0 50378.3 311.0 NaN NaN
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Fig. 6. Boxplots of the SE of each attack method for all datasets.
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Table 6
All pairwise comparisons with TukeyHSD confidence intervals.

groupl group2 meandiff  p-adj lower upper reject

FGSM PGD 1.1 0.9 -6.9 9.0 False
FGSM TIA 35.1 0.001 27.18 43.0 True
PGD TIA 35.0 0.001 26.0 42.0 True
Table 7

Ablation study for trend-adaptive loss and gradient-based interval se-
lection. In each cell, the average detection rate (lower is better), and
the number of datasets with a detection rate under the median value
(higher is better) are summarized. Both methods are effective for gen-
erating a hardly detectable adversarial time series.

Method FC CNN LSTM

BIM 0.87 (10) 0.81 (24) 0.78 (26)
(4) Trend-adaptive loss 0.67 (38) 0.69 (29) 0.66 (40)
(+) Interval selection 0.64 (44) 0.65 (45) 0.63 (48)
TIA 0.62 (47) 0.64(48) 0.61 (51)

original ones, while the interquartile ranges of existing methods do not overlap with the interquartile ranges of the original examples.
TIA is more likely to preserve the chaos-theoretic measures than existing attack methods.

Similarly, the same tendency is observed for the DFA in Fig. 7. TIA shows similar boxplots of DFA to the original time series
(blue). Specifically, for the Fish, Meat, and OliveOil datasets, the boxplot of TIA lies within the same level as the original ones,
while the interquartile ranges of existing methods do not overlap with the interquartile ranges of the original examples. Although the
discrepancies are relatively minor for datasets with high DFA values, this is attributed to the inherently chaotic nature of those time
series, which are more effectively distinguished by SE. Thus, the results demonstrate that TIA successfully preserves the time series
characteristics, whereas existing methods exhibit substantial deviations from the original values.

6.2. Selecting sensitive intervals

In this subsection, we demonstrate that TIA extracts sensitive intervals from the original time series during the attack process. To
verify the number of perturbed intervals, we plot a cumulative density function of successful adversarial examples with respect to
their perturbed points. If a higher cumulative density is obtained with lower perturbed points, it can be considered a better attack in
terms of efficiency. As shown in Fig. 8, TIA is closer to the upper left corner, indicating that TIA successfully decreases the number of
perturbations. By contrast, BIM and FGSM used more than 80% of the perturbation points in most examples. Thus, it is experimentally
proven that TIA alleviates this problem through interval selection, whereas existing methods yield excessive perturbations, as observed
in Section 3.3.

The effectiveness of the selected intervals can be verified in Fig. 9. In this experiment, we consider a naive method that selects
the interval randomly, utilizing the same number of perturbed points as TIA. For example, if TIA uses only 50% of the interval
on average for a particular dataset, the naive method randomly uses 50% of the adversarial perturbation of BIM. We call this naive
method ‘Random’. In Fig. 9, we visualize attack success rates of BIM, TIA, and a random method for whole datasets. The attack success
rates of TIA (red) are similar to those of BIM (orange), which implies TIA shows negligible loss in its attack success rate, whereas it
dramatically reduces the excessive perturbations, as shown in Fig. 8. However, a substantial performance gap exists between TIA and
the random method. Specifically, the random method shows a lower attack success rate than TIA for all datasets. This result implies
that TIA accurately finds the sensitive intervals to deceive the time series model.

6.3. Ablation study

For a deeper understanding of the effectiveness, we evaluate the effectiveness of each technique of TIA: trend-adaptive loss and
gradient-based interval selection. Here, we investigate the effects of each technique in terms of the detection rate. In this experiment,
to estimate the effect of each technique, we conduct the same experiment in Section 3.1 by adding each technique to BIM.

Table 7 demonstrates that both techniques are effective in decreasing the detection rate. Specifically, the trend-adaptive loss
decreases the average detection rate by over 10% for all models. Similarly, the interval selection method further reduces detection
rates and more than doubles the number of datasets exhibiting a detection rate below the median. Most importantly, when both
techniques are combined, TIA achieves the best performance over diverse models.

Furthermore, in Fig. 10, we investigate the effect of window size. Here, we plot the adversarial time series generated by TIA with
w =15 and 13. A larger window size (w = 13) tends to perturb more points of the original time series compared to the smaller one
(w =5). Although a larger window size might create stronger adversarial examples, it becomes more detectable due to excessive
perturbations, as discussed in Section 3.3. In Table 8, we conduct the same experiment as in Table 4 with varying window sizes in
TIA. Indeed, increasing the window size does not improve, but rather decreases, the attack success rate under the defense system.

13



H. Kim, y. Lee, W. Lee et al. Information Sciences 715 (2025) 122216

Jﬂﬂﬁﬁéﬁ#ﬂﬂ *ﬂdﬁ##“ﬁ“ﬁﬁ

0.00
a\\—“a“ “\ama O \“qes o “\“0\5 o\a‘“a\“ @ ﬂa\“ CA‘ ;\s“ oesP e “(;\0“ qo%? C“‘C\Le \p\e’é‘ <¢¢® N\a\\’ﬁ‘
o .
cxe?f’s e g™ e ope® Mpec;': «\6\13 o
W > *ed(’“a yl\'x*"'ds o
“\\
Dataset

0.125

0.100
<
£ 0.075 | i* # ﬁ e-I-H *ﬁ * =
[a]

0.0501 % ﬂ % * * #

0.025 1

0'000 1 T T T T T T T T T T T

° WO N pf o NS > o< e ot Y N
o & of ? A s&e = 54 &
IR O o e o 20 R 3 &3 oM e ow
e‘l«e& \ce"“‘\ oo
€@ e aé“‘e
“0“\(\" \\\o“\“\‘
Dataset

0.67 mmm Clean
Il TIA
= BIM
0.41 Il FGSM

. 5 G v <
\Nw\e a“o e ‘,\OC“ ?\a(\e S5 o ‘a‘«'\o(\\' G‘°“9 o‘e( 6“3\ 06100 W 650 (00“‘"
N W\ o \3 xe < C ef
e = ‘“o\f Qe e’ R co® Wo € poW
,(oeseg < " W 106—_)3() R
N
A«\a\?“\a a\?“a\
A\ A
°© oN
o«
Dataset
E . %
0.0 T T T T T T - - -
. \S Qb < N© (03] »e o>
=~ 50 ¢of R e e ey = C
et ¢ o oW “,o"a CGVN ¢ QP“?@ N
. e X
o
Dataset

Fig. 7. Boxplots of the DFA of each attack method for all datasets.

Table 8
Sensitivity analysis on the window size w. Attack success rate under the defense system
Ap.s (%) of TIA for different window sizes.

Window size w 3 5 7 9 11 13
Attack success rate (%) 50.34 52.86 51.95 50.33 48.12 47.99
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Fig. 8. Cumulative distribution function (CDF) of adversarial time series samples with respect to their perturbed points (%). In this figure, we only visualized the
distribution of samples that succeeded in fooling the model f. The closer the line gets to the upper left corner, the harder to be detected.
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Fig. 9. Visualization of adversarial attack success ratio of BIM, TIA, and random interval selection. The y-axis represents the percentage of adversarial samples that
succeeded in fooling the model.
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Fig. 10. Visualization of the adversarial time series x’ generated by TIA with w =15 and 13.

7. Conclusion

In this study, we analyzed the characteristics of easily detectable adversarial time series across different models and datasets.
We found that excessive perturbations in adversarial time series significantly influence chaos-theoretical measures, thereby resulting
in a high detection rate. Based on this observation, we proposed a novel adversarial attack, termed TIA, to generate adversarial
time series that are difficult to detect by incorporating gradient-based interval selection and locally adaptive maximum perturbation.
Our experimental results demonstrated that TIA can generate adversarial time series that maintain the characteristics of the original
series while remaining difficult to detect. Based on these findings, we argue that the proposed method can serve as a benchmark for
evaluating the robustness of adversarial defense mechanisms in the time series domain. We further hope that future work will expand
upon the proposed approach to develop new adversarial attack and defense strategies, including those based on generative models
and unsupervised learning.
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